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Abstract.  In a 2020 survey of marine professionals, 77% of 

respondents view cyber-attacks as a high or medium risk to 

their organizations, yet only 64% said their organization has 

a business continuity plan in place to follow in the event of a 

cyber-incident. The study of equipment that manages 

autonomous ships and in general all equipment that is 

remotely controlled from the point of view of cyber security, 

is a necessity nowadays. The autonomous systems 

represented by remotely operated vessels (ROVs), marine 

autonomous surface systems (MASS) etc, have as first 

requirement the safety to be satisfied in their operation. These 

autonomous systems are composed of connected OT and IT 

networks, and their endowment with sensors and various 

cyber physical devices allow real-time data processing to 

consistently respond to real-world threats. In order to secure 

the cyber security of autonomous systems, we must consider 

all the elements that are vulnerable to cyber-attacks, such as 

the part of the hardware and the operating system used, the 

configuration of the OT interconnection network, the 

firmware protection used, all these elements considered 

across their entire lifecycle.  Security in MASS, or USVs and 

ROVs is nothing new but the consequences of insecurity are 

critical. Flaws (including security ones) in such systems lead 

to safety hazards, and can kill. The present article introduces 

the main vulnerabilities of such remotely operated system and 

we try to find solution for navigate the ins and outs of cyber 

security on board remote operated ships, address 

cybersecurity challenges and compliance considerations, and 

get you geared up to establish your cyber security action plan. 

This aspect is important to consider from the design stage 

when referring to the maritime transport systems that host 

MASS, USVs and ROVs and its remote control center, e.g., 

the shore control center. 
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1. INTRODUCTION 

 

This decade of the third millennium, thanks to Industry 

4.0 and the new developments given by the Industrial 

Internet of Things (IIoT), Big Data and Artificial 

Intelligence will revolutionize maritime 

infrastructures, making them more digital and, 

consequently, will require a new assessment of the 

cyber-security provision. 

Autonomous technologies used in autonomous ships, 

ROVs and industrial robots, due to the cyber-physical 

systems with which they are equipped, they require 

specific protection measures against cyber-attacks, 

due to the initial design without taking into account 

these risks. 

On board ships, the benefits of digitization are 

reflected in the digitization of a wide range of on-board 

processes and procedures, from steering, propulsion 

and cargo control to ECDIS, GPS, AIS and 

communications systems. 

For both classic and autonomous ships, studies 

conducted by various researchers have shown that the 

most vulnerable equipment is the Communication 

Devices of the Land Control Centers (SCC), the 

Electronic Map and Information Display System 

(ECDIS) and the Global Navigation Satellite System 

(GNSS). At the same time, human-machine interfaces 

may face greater cyber risks, and in the near future 

there is a risk of vulnerabilities in the case of remote 

controls of engines, and equipment for handling goods 

in ports. Keywords such as confidentiality, integrity, 

and availability (see figure 1) are the starting point 

when we want to manage the cyber risks posed by 

cyber physical systems, IT networks, and of course OT 

elements. Maintaining the confidentiality of sensitive 

information that should be accessible only to 

authorized users refers to the notion of confidentiality. 

The concept of integrity means keeping the 

information unaltered in such a way as to prevent 

malicious actions of modification or unauthorized 

deletion. Availability implies that only authorized 

users that can freely access the systems, networks, and 

data when they needed. 
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Fig. 1. The CIA Triad refers to the 3 goals of cyber 

security [29] 

 

For safer navigation the autonomous ships – MASS - 

have been integrated modern technologies such as 

ECDIS, AIS, GNSS, all them compliance with the 

requirements given by the new standards IEC62443 

regarding cyber security protection. The development 

of new technologies applicable to autonomous 

maritime transport has emerged as a consequence of 

the need to reduce maritime accidents due to human 

error as well as pollution levels, and the possibility of 

maintaining safe navigation without any crew on board 

in the near future is one of the ideas discussed on wide 

by Wróbel et al. [16]. 

The equipment with which MASS is equipped, due to their 

high degree of automation, is given by their connection 

with other equipment with which they exchange 

informational data via satellite communications, making 

them vulnerable to cyber-attacks [21]. 

IMO [9, 10] define the maritime cyber risk as “a 

measure of the extent to which an asset, system, 

application, or connected infrastructure could be 

threatened by a potential circumstance or event, which 

may result in shipping related operational, safety or 

security failures as a consequence of information or 

systems being corrupted, lost or compromised”. 

Most of computer on board have Windows XP 

operating system, which no longer benefits from 

security updates and as a natural consequence 

increases the risk that any system of the ship will be 

vulnerable to a cyber-attack, in view of the 

vulnerability given by the operating system [11]. 

Illegal data extraction, theft Industrial Control 

Systems (ICS) or altered their data to damage or 

sabotage of ships, smuggling, theft of goods or 

hijacking of the ship itself, these are some of the risks 

that the maritime industry is exposed against of cyber 

threats and have been highlighted by Tam [24]. 

The unmanned vessel is already in use for researchers 

in scientific purposes, and are increasingly being used 

also in military, commercial, and policy sectors. We 

have the autonomous underwater vehicles (AUV) or 

the remotely operated vehicles (ROV) are widely used 

for deep‐ sea exploration of the seabed or of wrecks, 

in offshore engineering, scientific investigations, and 

rescue operations, are examples of a technology which 

is already in use. Also, ROVs require the design of 

sophisticated controllers that involve automatic speed 

control, systems for dynamic positioning and tracking, 

as well as autopilot systems for automatic steering of 

depth and altitude, and all these ICS and the software 

apply are sensitive to cyber risks. 

The IMO's Committee on Maritime Safety (MSC) has 

agreed to add this new description of the notion 

“Maritime Autonomous Surface Ship (MASS)” and to 

initiate a series of activities to regulate this new area in 

2017 [9, 10]. 

Between 2018 and 2021 the period in which the IMO 

committee was concerned with the regulation of this 

new concept as follows: “For the purpose of the 

regulatory scoping exercise, Maritime Autonomous 

Surface Ship (MASS) is defined as a ship which, to a 

varying degree, can operate independent of human 

interaction” [32]. 

Ochin [20] has collected and systematized from 

various sources give all the Marine Unmanned 

Vehicles (see figure 2), and given a significant 

systematization, regarding the basic abbreviations, 

designations, terms and their definitions (Table 1).  

 
Table 1. Various definition from the classification of 

Marine Unmanned Vehicles [20] 
Type  Definition 

Marine Unmanned 

Vessel System 

(MUVS) 

The infrastructure for providing the 

mission for marine unmanned vehicles, 

representing the combination of marine 

unmanned vessels, manned support 

vehicles, support base stations, 

telecommunications facilities, etc. 

Marine Unmanned 

Vessels (MUV) 

Marine Unmanned Vessels (MUV) is a 

surface or submarine vessel that does 

not have a command on board and is 

capable of performing MisUV 

autonomously using an on-board 

computer and/or via remote control of a 

dispatcher or dispatch computer. 

Remotely Operated 

Vessel 

(ROV) 

Remotely Operated Vessel (ROV) is 

the precise preprogrammed trajectories 

of a MUV on the water surface and/or 

underwater from one 3D point of the 

sea to another 3D point of the sea 

through open areas of the sea and/or 

narrowness (Straits, channels, rivers 

and lakes). The MUV forms the SBS as 

preplanning of all MUV courses based 

on the study of the navigation situation 

along the mission using lots, large-scale 

sea maps, bathymetric data, 

meteorological bulletins, etc. 

Surface ROV 

(SROV) 

Surface Remotely Operated Vessel 

(SROV) is a surface ROV that is 

capable of performing various 

operations via remote control of a 

dispatcher or dispatch computer and 

maneuvers in two dimensions. 
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Undersea 

ROV (UROV) 

Surface Remotely Operated Vessel 

(SROV) is an undersea ROV that is 

capable of performing various 

operations by remote control of a 

dispatcher or dispatch computer and 

maneuvers in three dimensions. 

Autonomous 

Undersea 

Vessel (AUV) 

Autonomous Undersea Vessel (AUV) 

is a MUV that is capable of performing 

various operations autonomously using 

an onboard computer and maneuvers in 

three dimensions. 

Surface AUV 

(SAUV) 

Surface Autonomous Undersea Vessel 

(SAUV) is a surface AUV, that is 

capable of performing various 

operations autonomously using an on-

board computer and maneuvers in two 

dimensions. 

Undersea 

AUV 

(UAUV) 

Undersea Autonomous Undersea 

Vessel (SAUV) is an undersea AUV 

that is capable of performing various 

operations autonomously using an on-

board computer and maneuvers in three 

dimensions. 

 

Marine Unmanned Vehicles are equipped with 

gyrocompasses and GPS, which are used during 

autopilot operations with big data exchange from 

GNSS. Regarding GNSS, in terms of cyber threats, the 

literature has highlighted its major vulnerabilities to a 

cyber-attack [7]. 

It is already well known that GNSS is vulnerable to 

Interference, Jamming, spoofing and self spoofing 

attacks (see figure 3). Currently, we are using new 

acoustic technologies, that can design very performant 

underwater sensors, which distributed in the network 

can offer a high rate of detection of intrusions with a 

low incidence of false alarms [31]. 

Using ROV equipped with a wireless-enabled system 

for inspection, increase the vulnerability for the entire 

port security network [32].  Obtaining control of a 

USV to deactivate it can be done by a malicious 

operator who could disable the legitimate operator, 

compromising its operations and creating a danger to 

navigation. The attacker could carry out activities to 

obtain credentials to access the port security network 

or the operational CC network. [31]. 

 

 

Fig. 2. Classification of Marine Unmanned Vehicles [20] 

 

1.4. Autonomous ships and cyber security 

Autonomous ships have been classified by different 

classification societies, depending on the level of 

human involvement, as well as on the basis of their 

operational characteristics. These categories stem 

from a conceptual framework ranging from “manual” 

ships with seafarers on board to “fully autonomous” 

ships without any human presence on board [6, 17, 

19]. Maintaining the connectivity between the 

infrastructure of autonomous ships with shore 

equipment, for the control of their remote navigation, 

is ensured by the use of autonomous technologies, and 

here cyber security plays a crucial role in securing 

communications and ensuring their operational 

efficiency. 
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Fig. 3. The main GNSS Vulnerabilities 

 

Cyber security is a serious problem for autonomous 

ships, due to the increased dependence of autonomous 

ships on ICT systems for their command and control, 

through the connectivity elements of ship control 

systems to land monitoring systems, and the 

accessibility of such systems. on the Internet, through 

computer systems, make them relevant to onshore 

businesses [22]. 

 

1.5. Types of cyber threats 

Actions that are carried out by malicious actors who 

carry out cyber attacks consist of unauthorized access 

to essential assets, like illegal extraction, theft ICS or 

altered their data to damage or sabotage of ships, 

smuggling, theft of goods or hijacking of the ship itself 

[23]. 

Remote controlled operating systems as well as an 

onboard management system are essential in 

equipping a MASS to ensure its safe navigation, along 

with other systems that communicate with shore 

support equipment. [8]. 

Research has shown that not all ICT equipment used 

in the maritime industry is vulnerable to the same type 

of cyber threats. Thus, the disruption of ECDIS to 

ships or the false signals of the Global Positioning 

System (GPS) have completely different results from 

a cyber-security breach in the land-based cargo 

management system or in port infrastructure. 

In general, when we talk about cyber security, it 

mainly refers to data storage and ensuring the security 

of IT systems in cyber-attacks, and when we talk about 

the security of operational technologies (OT) we think 

about ensuring the cyber security of the whole system, 

ie the ship and of those who exploit it. 

It is obvious that the existence of OT and IT equipment 

from the ship or from the land, makes the operations 

on board, as well as those on the shore to be susceptible 

to cyber risks.  

Therefore, it is essential to understand which OT 

equipment is most vulnerable. 

The literature provides information on the different 

types of cyber security threats found in the maritime 

field, threats that can be classified into various 

categories for a better understanding of the 

vulnerabilities of OT systems. 

These vulnerability classifications refer to propulsion 

control systems, navigation systems, port operations, 

the shore control center of autonomous coastal ships 

and last but not least the office equipment that ensures 

the management of the ship by remote control [5]. 

The most exposed equipment to cyber-attacks are 

given by GPS, AIS, GNSS and ECDIS, due to their 

dependence on satellite communication to ensure the 

navigation of ships. 

The most common types of cyber threats to navigation 

systems are jamming and falsifying the signal they 

emit. There is a possibility that a malicious actor may 

intercept electronic signals to and from navigation 

equipment, block them, or alter them. Compromising 

the reliability of navigational equipment can be made 

by spoofing attack [1]. 

 

 
Fig. 4. Composition of collected maritime vulnerability 

evidences the percentages of each IBS [18] 

 

Propulsion and machinery management system, core 

infra structure systems, navigation and control system, 

cargo management system and safety management 

system, all these are connected, and communicate data 

to the main command and control of a vessel given by 

the Integrated Bridge System (IBS). In figure 4 we 

present the most exposes system at cyber-attack, 

because all them are connected to the Internet, thus 

made them vulnerable [18]. 

Due the dependence on information and 

communication technologies, the ship propulsion 

control systems are vulnerable to cyber threats because 

the system architecture for autonomous shipping 

include the following systems like the Engine 

Efficiency System, Autonomous Engine Monitoring 

and Control systems together with the Maintenance 

Interaction System, all these systems need to 

communicate and send data between them to function 

properly [12]. The inclusion of computer-controlled 

communication technologies in the equipment of 

propulsion systems will represent the future in the 

construction of autonomous ships [15]. 
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Fig. 5. Cyber security risk assessment framework for 

autonomous shipping [13] 

 

In figure 5 is presented the framework for cyber 

security risk assessment for autonomous shipping, 

where: 

Cyber Security Risk 1 (CSR 1) – Global Navigation 

Satellite System 

Cyber Security Risk 2 (CSR 2) – Electronic Chart 

Display and Information System 

Cyber Security Risk 3 (CSR 3) – Radio Detection and 

ranging 

Cyber Security Risk 4 (CSR 4) – Automatic 

Identification System 

Cyber Security Risk 5 (CSR 5) – Engine Control 

Cyber Security Risk 6 (CSR 6) – Sub-System Control 

Cyber Security Risk 7 (CSR 7) – Control Room 

Integration 

Cyber Security Risk 8 (CSR 8) – Logging and Data 

management  

Cyber Security Risk 9 (CSR 9) – Sensors and Control 

Equipment  

Cyber Security Risk 10 (CSR 10) – data Management 

System 

Cyber Security Risk 11 (CSR 11) – Integration 

Platform 

Cyber Security Risk 12 (CSR 12) – Communication 

Devices  

Obviously, these technologies are likely to have 

similar consequences in terms of cyber threats. The 

lack of software updates, the existence of ICT systems 

that cannot be protected against cyber threats, and the 

lack of staff with specific expertise increase the 

cybersecurity risks associated with existing OT 

systems on the ship [3]. 

 

THE ROBOT VULNERABILITY DATABASE 

(RVD) 

 

The unmanned vessel describes in previous chapter, 

are considering also to be different types of robots 

depending on their field of operation: Unmanned 

Underwater Vehicles (UUVs) such as underwater 

drones, Autonomous Surface Vehicle (ASV), 

Remotely Operated Underwater Vehicles (ROUVs) 

and Autonomous Underwater Vehicles (AUVs). 

We must mention that robotic issues have too many 

aspects that could exploit any vulnerability/security 

gap to target robotic systems and applications alike 

(see figure 6). “A vulnerability is a mistake in software 

or hardware that can be directly used by a hacker or 

malicious persons to gain access to a system or 

network, operating it into an undesirable manner” [4]. 

Security flaws such as vulnerabilities are of special 

relevance for all cyber physical systems (CPS) used in 

MASS or ROVs, or in robotics. Vulnerable databases, 

such as U.S. The National Vulnerability Database 

(NVD) [2] provides valuable information to 

cybersecurity researchers who can locate, mitigate, or 

repair defects in IT or OT systems. 

NVD presents an archive with vulnerabilities, each 

with their corresponding Common Vulnerabilities and 

Exposures (CVE) identifiers. Thus, NVD gets fed by 

the CVE List and then builds upon the information 

included in CVE Entries to provide enhanced 

information for each entry such as fix information, 

severity scores, and impact ratings. 

CVE defines [25] a flaw in a software, firmware, 

hardware, or service component resulting from a 

weakness that can be exploited, causing a negative 

impact to the confidentiality, integrity, or availability 

of an impacted component or components. 

On MITRE web page, CVE robot-related results are 

scarce. Specialists in the analysis of these databases 

with vulnerabilities have found that the information is 

scarce, unstructured and, in most cases, insufficient to 

assess the vulnerability. 

RVD is a database for robot vulnerabilities and bugs 

that aims to record and categorize flaws that apply to 

robots and robot components, including software and 

hardware. The database is freely available at 

https://github.com/aliasrobotics/RVD and an open 

source set of tools to manage the database are also 

available within that same repository. 

RVD does not aim to replace CVE but to complement 

it for the domain of robotics. RVD aims to become 

CVE compatible by tackling aspects such scope and 

impact of the flaws (through a proper severity scoring 

mechanism for robots), information for facilitating 

mitigation, detailed technical information and more 

[24]. 

 

ROV CYBER RISKS VULNERABILITY. CASE 

STUDY 
 

In the study we consider the underwater vehicle 

BlueROV from Blue Robotics. 

The system consists of two main components: the 

ROV and the workstation to which it is connected. The 

ROV is composed of multiple components, but among 

the components that make up ROV, the following 

caught our attention: 

• Six electronic speed controllers (ESC) - 30A AfroESC 

flashed with Blue Robotics linearising firmware; 

• A Raspberry Pi 2 Model B single board computer 

with various ports (see figure 8). 
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Fig. 6. A security robotic viewpoint [14] 

 

The workstation is a Lenovo T430 running Ubuntu and 

Robot Operating System (ROS). The ROV and the 

workstation are connected through an Ethernet cable. 

ROS is used as the main framework for writing robot 

software. 

 

 
Fig. 7. An overview of the system and its subsystems of 

ROV [30] 

 

 
Fig. 8. The Raspberry Pi 2 Model B different ports [27] 

 

Raspberry Pi 2 is illustrating in the schematic design 

in figure 7 [30]. Raspberry Pi 2 Model B needs an 

operating system to work. This is it Raspberry Pi OS 

(previously called Raspbian) is the official supported 

operating system. Using the https://cve.mitre.org/ web 

platform, we intend to interrogate the platform 

regarding possible CVE related to Raspberry Pi OS. 

The CVE finds are presented in Table 2. 
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Table 2. The CVE’s of Raspberry Pi OS [26] 

CVE-2021-38759 Raspberry Pi OS through 5.10 

has the raspberry default 

password for the pi account. If 

not changed, attackers can 

gain administrator privileges. 

CVE-2021-38545 Raspberry Pi 3 B+ and 4 B 

devices through 2021-08-09, 

in certain specific use cases in 

which the device supplies 

power to audio-output 

equipment, allow remote 

attackers to recover speech 

signals from an LED on the 

device, via a telescope and an 

electro-optical sensor, aka a 

"Glowworm" attack. We 

assume that the Raspberry Pi 

supplies power to some 

speakers. The power indicator 

LED of the Raspberry Pi is 

connected directly to the 

power line, as a result, the 

intensity of a device's power 

indicator LED is correlative to 

the power consumption. The 

sound played by the speakers 

affects the Raspberry Pi's 

power consumption and as a 

result is also correlative to the 

light intensity of the LED. By 

analyzing measurements 

obtained from an electro-

optical sensor directed at the 

power indicator LED of the 

Raspberry Pi, we can recover 

the sound played by the 

speakers. 

CVE-2020-24572 An issue was discovered in 

includes/webconsole.php in 

RaspAP 2.5. With 

authenticated access, an 

attacker can use a 

misconfigured (and virtually 

unrestricted) web console to 

attack the underlying OS 

(Raspberry Pi) running this 

software, and execute 

commands on the system. 

 

For example we made an interrogation regarding 

CVE-2021-38759 on https://nvd.nist.gov/ and on 

this page shows the components of the CVSS 

score (see figure 9). 
 

 

 

Fig. 9. The components CVE-2021-38759 details [28] 

 

In figure 9, we see the histogram for most important 

components that can impact of security for this exploit 

and CVSS vector. The overall value 9.8 means that this 

vulnerability are critically and the vulnerability is 

exploitable with network access and is often “remotely 

exploitable”, with low complexity of attack. 

If the ROV provides for wireless (WiFi, LTE) 

connectivity to transmit data, video, or still imagery to 

a remote location, this ROV would then be vulnerable 

to attack. 
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4. CONCLUSIONS 
 

Cyber security is highly relevant to a raft of 

autonomous and remotely controlled systems like 

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-38759
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-38545
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-24572
https://nvd.nist.gov/
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MASS, USVs, ROVs and AUVs able to operate from 

remote control centers often referred to as unmanned 

underwater systems (UUVs). 

Regarding MASS, ROVs, AUVs need to managing 

cyber threats. Cyber risk management should be an 

inherent part of the safety and security culture 

conducive to the safe and efficient operation of the 

MASS or ROVs and be considered at various levels of 

the company, including senior management ashore 

and onboard personnel. 

The companies need to develop contingency plans as 

well as countermeasure plans and need to regularly 

work on training and awareness at all levels onboard 

and ashore. The relevant technical security measures, 

to apply are: 

 Network security; 

 Access control; 

 Threat management; 

 Machine-to-machine security; 

 Data protection; 

 Update management; 

 Detection and monitoring on ICS security and also 

to made Backup and restore. 
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